. Commercial or non-commercial PDS can be easily attached to the most popular LMS these days. In most such systems, to compare a submitted work with all possible sources on the Internet a university has to transfer the student submission to the third party. Such an approach is often criticized by students who may see a violation of copyright law in this process. This paper outlines an improved approach for PDS development that should allow universities to avoid such criticism. The major proposed alteration of the mainstream architecture of the improved PDS is a move of document preprocessing and search result clarification from the server side to the client side. Such a split allows users to submit only limited information to the third party, and to do so in a way that will not make it possible to fully recover the submitted work but will allow the PDS to maintain the same search quality.
Introduction
Digital plagiarism is not a new phenomenon any more. The rapid development of the Internet along with increasing computer literacy made it easy and tempting for digital natives to "borrow" someone's work. Plagiarism is now a burning issue in education, industry and the research community. For example, in education one paper estimated the number of students in American high schools involved in different kinds of plagiarism to be as high as 90% [12] . Worse, there have been a number of cases of research communities in which people misrepresent other's work as their own [13] . There are a number of research areas concentrated around plagiarism. In this study we concentrate on plagiarism detection with particular focus on the technical and legal sides of it. One of the problems that arises before anyone searching for the sources of the suspected paper is the degree of effort necessary to perform a "one-to-many" comparison where the "many" part of the relationship represents all possible sources. This part can be relatively small if the search has to be performed in the scope of a single learning community. Such a case occurs if for example, someone wants to check a submitted paper across all the papers submitted in the same college in the last five years. In this case the scope of search will be on the order of tens of thousands of documents. At the other extreme, if the same searcher wants to check the paper against all the publicly available web pages then the searcher must consider billions of documents. Global comparison can be done either by tools available at the school or it can be outsourced. Such a search performed at school would require the school to have its own web crawler and therefore to own infrastructure comparable to the ones employed by major Internet search engines. This option looks prohibitively expensive for most of the universities worldwide. The second option -outsourcing the search -may lead to Intellectual Property (IP) protection charges from the students. This paper proposes a much improved way to build a PDS, an architecture that would allow the school to avoid such concerns and yet allow the PDS to maintain an acceptable search quality. The rest of the paper is organized as following. The second section describes the major options how a general purpose PDS can be built, it also outlines why current architectures may be considered inappropriate from the IP protection point of view. Third section discusses a few legal cases against one of the major commercial PDS available and proposes a way that would allow educators to avoid such cases. The fourth section provides more technical details on the proposed solution, outlining the modified client server architecture for PDS.
Typical Architecture for Plagiarism Detection Tools
The PDS architecture for local (or in-house) search is very straight forward. The school maintains a database of all student works and compares each new document with the existing ones upon submission. IP-protection-wise the school can inform students that their submissions will remain in digital form in the school database and will be used solely for PDS. Global search on the other hand assumes that the paper has to be compared against all possible sources in on the open web. Under the open web paradigm we assume the publicly accessible web (rather than the "deep" web of company portals and resources available to subscribers only) is the proper field of search. As mentioned above, such a search theoretically can be performed on the school side or outsourced to a company that specializes in plagiarism detection. Practically the first option looks impossible for the vast majority of educational institutions around the world. Outsourcing, the second option, can be done in two major ways: outsourcing the whole process or outsourcing the most difficult parts of it. The first way is to completely outsource the whole process, asking the external PDS to provide a detailed report on plagiarism if it was detected in the submitted document. There are two important points that should be highlighted here: 1.
The complete student submission is transmitted to the PDS.
2.
The PDS retains a copy of the document to use for the comparison with other submissions in the future. Such an approach is used by one of the major players on PDS market -iParadigms LLC -in its well known Turnitin(tm) service (www.turinitin.com). This approach raises concerns from students that the PDS is making profits using their submissions and therefore violates their IP rights. The next section of this paper discusses this issue further. The second way is to outsource the most difficult part of the detection process -the global search for the documents that may be similar to the submission. In another words this part of the process should narrow down the scope of search from tens of billions to just tens of documents. Such an approach is actively used by language teachers: when they see a perfectly written sentence from a non-native speaker they often put it in the quotes and use a search engine to look for exact phrase on the web. Of course such manual search is slow and not very granular. A similar and very simple technique which employs Google Alerts has been proposed to monitor inappropriate copying from blogs [7] . Crot, one of the free PDS, uses similar brute force approach for search. It uses a sliding window of X words length, thus sending to the search engine all the phrases from the document that have been formed by this sliding window and so performing a very exhaustive search [6] . Two reports indicated that actually exhaustive search is not required to detect plagiarism. As Culwin & Child have indicated, the exact phrase search technique with use of public search engine can be effective to locate the source [10] . Crot authors also indicated that if a significant part of the paper was plagiarized from the Internet there is no need to send all possible queries to the search engine: even as low as 10% of these queries can help to locate the source [6] . This reduction can be very helpful for IP protection and will be discussed further in section 4. Let's take a closer look at outsourcing global search to an external service. The internet search experiment with the Crot software indicated a linear dependence of the search time on the number of words in a document. The experiment has been performed on a set of 60 documents with length ranging from 350 to 3500 words. It was done on a dedicated server with a 100Mbs internet channel. Experiment indicated that the search time was about 5 minutes per 1000 words of the document. This time consists of the following elements: (1) time required for querying the search engine, (2) time required for downloading the suspected sources; (3) time for detailed comparison and (4) document hashing time. The latter two can be ignored because the documents were relatively small (average size of ~1200 words) and there were only a few hundred documents in the local database, which makes the detailed comparison very fast. Thus we can state that querying the search engine and downloading the suspected sources consume most of the time required for the search. Further investigation indicated that on average 26% of the search time can be attributed to the first componentquerying the search engine. Therefore a significant reduction of total detection time can be achieved if either one or both of these steps is performed more quickly: sending queries and downloading documents. From the IP protection point of view the approach of using an external service only to narrow down the search scope is better than the outsourcing of the whole PDS process. The external service is not getting the student submission in the same form as it was submitted and the original submission can barely be restored by the third party (search engine) from the search queries. The solution to the problem of slow search would be to change the mode of submitting the search queries. Crot and similar systems submit the search queries one by one to the search engine and receive and process replies after that. They may use a multi-thread approach at this point to improve the speed at this stage but multi-thread imposes certain requirements on Internet bandwidth. As the small experiment above indicated, querying the search engine causes a significant delay in the search time. Improvement could be made if the download and preliminary comparison could be outsourced to the search engine, e.g. if there is a service, complimentary to the conventional internet search engine, that would work as a proxy to the search engine facilitating the plagiarism detection process. Such a labor division where the on-premises part of PDS performs only detailed comparison and out-of-premises part does the global search could help to improve the speed. Such architecture has to be justified whether it can be subject to IP violation concerns. The next section analyzes a few cases on IP protection and provides insights on how the information flow could be organized to avoid collisions with IP protection mechanisms.
Legal Issues Related to Plagiarism Detection
There has been considerable controversy about the anti-plagiarism service by iParadigms LLC called "Turnitin®". Turnitin® requires the teacher or student to submit the student paper to them whole. Turnitin® then creates a "digital fingerprint" of the paper and archives the paper. This had generated considerable outrage on the part of students, and interestingly, in certain parts of the academic world [11] . The complaints have gone as far as legal action including law suits against iParadigms LLC, discussed in some studies [18, 4] . The threat of lawsuit is a severe disincentive for schools to using an anti-plagiarism system. The major problem here is that the university sends the student work to the third party (iParadigms LLC) and this third party stores the submission, using it to generate profit. To see how to make PDS architecture viable from the IP protection point of view we now analyze the legal cases related to Turnitin®. In legal cases against the Turnitin® service, iParadigms LLC was using fair use doctrine to protect its way of doing business. "Fair Use" is defined in the Copyright Act § 107, 17 USC § 107 [19] as follows:
" ...the fair use of a copyrighted work... for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright. In determining whether the use made of a work in any particular case is a fair use the factors to be considered shall include -(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit educational purposes; (2) the nature of the copyrighted work; (3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and (4) the effect of the use upon the potential market for or value of the copyrighted work" [19] . Before examining the four factor test for the proposed architecture, we consider the small number of cases decided to date in regard to Turnitin ®.
The situation of the proposed architecture legally is somewhat dependent upon the situation of Turnitin®, not just because Turnitin® is being used to establish the legal standards but also because Turnitin® problems are likely to impact the proposed architecture commercially, either for benefit or detriment. The standing of the proposed architecture in relationship to Turnitin® and similar systems becomes important. There have been four US Turnitin® cases, and Turnitin® won all four [1, 9, 2, 15] . The important case [1] is one in which the lawyer for the students managed to get the court to consider the issue of copyright infringement, in contrast to the other cases, which were determined on secondary grounds. In this case, iParadigms LLC and the court had to resort to the "Fair Use" doctrine to defend the Turnitin® software. The cases show the very high level of resistance to Turnitin®, and the persistence of the opposition. As can be seen from the cases, the court is well aware that Turnitin® is copying copyright materials without the permission of the copyright owners. However, other courts, especially courts in countries other than the USA, may not be as helpful in the future.
The brief analysis provided above shows that the architecture for a PDS will be less subject to legal actions if it is based on the following principles:
• Do not transfer the student work to third party computers in a form that can be considered a copy of the work.
• Do not store the copy of the paper on the third party computers for later use. Figure 1 shows the main concepts of the proposed architecture for plagiarism detection service. The service itself is divided into an internal part running on university computers and an external part running on a third party computer. The internal part plays a service role when it communicates with the university portal and a client role when it submits search requests to the external part of the service. Most of the work is happening on university computers. The only outsourced part performed on third party software is pre-selection of probable sources of plagiarized paper from the web. Like in the typical architecture outlined earlier, the process starts with student submission. The university portal prepares the document for the checkup, wrapping it with information on course, assignment, type of required checkup, etc. The internal part of PDS checks the document against the local database and prepares queries for external part. The distinctive feature of the proposed architecture is the way these queries are prepared. According to the legal requirements provided in the previous section these queries should not contain enough information to recover the submission but from an information retrieval point of view these queries should be enough to find similar documents on the web. Experiments indicate that even limited numbers of properly selected search queries can help to locate plagiarism sources on the web [6] . Essentially this means that the part of the PDS located on school infrastructure can prepare some queries from the key parts of the text, randomly shuffle them and send them as one large query to the external part of the PDS. Such a submission will not be subject to attack on IP grounds.
Proposed Plagiarism Detection Service Architecture
The sliding window algorithm that is implemented in Crot uses all possible queries that can be generated from the text. For example, for the Shakespearean quote «to be, or not to be: that is the question» with window length X=4 the algorithm will prepare seven queries: «to be or not», «be or not to», «or not to be», «not to be that», «to be that is », «be that is the», «that is the question». Obviously that if text has Y words the total number of queries can be defined as N=Y-X+1. Since we know that Y will be much larger than X we can say that sliding window algorithm will form almost Y queries. The initial student submission may be easily required from these queries because two neighboring queries q i and q i +1 have X-1 common words. The total number of words that will be sent to the search engine will be about Y*X. If we decide to select only Y 1 queries and Y 1 satisfies inequality (1) than there is a guarantee that it will be impossible to fully recover the initial student submission from the queries that will be sent to the external part of PDS.
Y 1 < Y/X (1) The essential queries that will go out to the third party must be sent in the plain text form. Any encryption / alternation of these queries will make impossible the use of web crawlers to narrow down the search scope. Of course inequality (1) does not guarantee that parts of the document cannot be restored but such partial recovery may not be considered as significant violation of student IP rights. There are a number of researches that deal with detection of duplicated material available on the Internet. They vary from straightforward plagiarism detection in texts and program source codes [5] to web indexing [8, 14] and writing style detection for identification of individuals on anonymous web sites [3] . However we have not found any information on architectures for PDS that would enforce student IP protection while performing the plagiarism detection process. The proposed architecture is focused on this issue and leaves room for a school to be flexible in IP protection management. When it is necessary to decide how much of student submission can go to the external PDS the school may decide on the tradeoff between the probability of catching small scale plagiarism (one sentence to a few paragraphs) versus sending of the copyrighted material to the third party. Inequality (1) can provide a boundary for that decision. The proposed architecture increases the requirements to available computational power and storage capacity of university infrastructure. Additional storage is required to keep digital fingerprints of submitted documents. If such algorithms as Winnowing [17] or T9 will be used to compile fingerprints then we can expect additional 20-100% of plain text size increase in terms of required storage. Such an increase can be considered as insignificant as plain text does not consume much of the space and storage prices have followed a declining trend for years. Additional computational power is required for calculation of a single document fingerprint, which is necessary for fast comparison of documents. Since there are many algorithms available that are linear to the document size such an increase can be also considered as insignificant. Additional requirements will arise to perform one-to-many detailed comparison on the internal part of PDS. These requirements impose high load on DBMS and therefore cost of DBMS licensing and maintenance on the university side will be the main factor that can affect the price of service in the proposed architecture. In most of the cases universities already own and maintain DBMS and therefore licensing cost increase may not be significant. Hardware investments should be also considered on the university side in this project. On the other hand there are no such heavy requirements to the DBMS on the third party infrastructure. This factor can decrease the cost of third party service and improve the possibility for start-ups to enter the PDS market, thus promoting competition.
Conclusions
In this study we concentrated on an architecture for a plagiarism detection service. The proposed solution contributes to many aspects of service architecture development. First of all this novel architecture makes student copyright protection a main goal and guarantees that no third party directly or indirectly makes any profit out of student work. Those small and scrambled portions of the student work that depart from the school IT infrastructure cannot be even used to fully recover the student work. A second distinctive feature is the outsourcing of the most time consuming part of the plagiarism checkup to the third party, thereby reducing the workload on the university IT infrastructure. Such outsourcing removes the necessity for the PDS instance in each school to have its own private web crawler and allows reliance on a common search engine for PDS in different schools. In future research we will work on improvements of the details of the proposed architecture. One of the possible directions will be to include stylometry on the external part of the PDS to do preliminary checkups. This improvement could lead to better scalability of the service allowing the external part of the PDS to download more suspicious sources of plagiarism and filter them before submitting results to the internal part of the PDS.
